Trust Projectplace and sleep better

Projectplace - Secure Project Collaboration

Projectplace is a secure on-demand service for collaboration and project management. We provide a highly
available, efficient and safe environment to ensure that our customers’ data is never compromised. Since security
is crucial for our customers, we prioritise application and information security highly. Projectplace devote significant
resources to continually develop and improve internal processes as well as information and system security.

The CIA triad

The objective of Information Security is
to protect the confidentiality, the integrity
and the availability of information.

Confidentiality
Confidentiality is the concept of keeping private information away from individuals who should not have access.
Any time there is an unintentional release of information, confidentiality is lost.

You have full control over your project data in Projectplace

The only way to get access to the information in Projectplace is by invitation from a project member
All project information is transferred and stored in an encrypted format

Projectplace employees cannot access your projects at any time

Integrity
The concept of integrity means that data is consistent and protected against unauthorized modification or destruction.
Modifications should be clearly visible in order to ensure traceability.

Projectplace has comprehensive traceability through object history - all changes are logged and visible
Projectplace store the data in a secure manner, the information will not be changed in any way

Integrated functions such as continuous backups, version management
and access rights management facilitate data control in Projectplace

Projectplace only uses standard ports. There is no need to open your own network for external access

Availability
Availability means that you should have reliable and timely access to the data and resources you are authorized to use.

Projectplace offers multiple Internet connections
Redundant system architecture, from network appliances to database servers
24/7 monitoring

rojectplace.

Where projects just work.



Projectplace’s security

To ensure the security of the application, external [T-security consultants have tested every release the last seven
years. All issues are reported and addressed by Projectplace, and inspected by the security company again.

Projectplace
availability

2009: 99.95%
Downtime: 250 min

e Scheduled: 8 min
e Unplanned: 242 min

2008: 99.98%
Downtime: 122 min

e Scheduled: 13 min
e Unplanned: 109 min

2007: 99.99%
Downtime: 65 min

e Scheduled: 15 min
e Unplanned: 50 min

2006: 99.998 %
Downtime: 11 min

e Scheduled: 11 min
e Unplanned: O min

2005: 99.99 %
Downtime: 73 min

e Scheduled: 23 min
e Unplanned: 50 min

Internal procedures,

audits, and policies

At Projectplace, we are commit-
ted to high standards in terms of
internal information security.

ISO 27001 framework.

We have adopted the interna-
tional information security stand-
ard ISO 27001, which we base
all our security related work on.

External security audits.

We regularly engage external
security experts for security au-
dits and reviews. A copy of the
certificate issued after the most
recent audit can be provided
upon request.

For more information about the security
of Projectplace, please contact:
Projectplace International AB

Klarabergsgatan 60
SE-111 21 Stockholm

Phone: +46 (0)8-586 302 00
E-mail: info@projectplace.com

www.projectplace.com
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